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Abstract—IoTtalk is a platform for IoT device interaction,
which nicely integrates a reconfigurable multi-sensor device
called MorSensor with the proposed IoT management platform in
the network domain. The sensors can be dynamically plugged
in/out of a MorSensor device without being turned off, and
IoTtalk automatically generates/reuses the application software
for these sensors. We propose a dynamic ranging concept that
automatically specifies the value range of a sensor so that it can
send “meaningful” data to any connected output IoT device.
Therefore, a MorSensor device can “talk” to other IoT devices
such as a light bulb or an electric fan. We also show that IoTtalk is
a simple yet almost free solution for automatic sensor calibration.
Finally, we illustrate that IoTtalk is a powerful tool for developing
interactive science experiments.
Index Terms—Dynamic Ranging; Internet of Things (IoT);
Reconfigurable Sensor Device; Sensor Calibration; Interactive
Science Experiment

I. INTRODUCTION
n recent years, Internet of Things (IoT) has become very
popular because it provides interconnection of uniquely
identifiable computing devices within the existing Internet
infrastructure. IoT is expected to provide connectivity of
devices, systems and services, extending beyond
machine-to-machine communications [1-2] with a variety of
protocols, domains, and applications [3-6]. With the fast
advance of communications and IC fabrication technologies,
many new sensors and communication modules for IoT devices
have been created. This paper proposes IoTtalk, a platform that
supports quick development of network application software to
drive the newly created sensors. As shown in Fig. 1, IoTtalk
includes two domains: the device domain and the network
domain. In the device domain (Fig. 1 (a)), IoTtalk utilizes
MorSensor (Fig. 1 (b)), an IoT device where multiple sensors
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can be arbitrarily combined and stacked into a rectangular bar
or other shapes (Fig. 2). One or more sensors are packaged in a
rectangular slice. A MorSensor device can be dynamically
reconfigured with different sensors, and can quickly and
conveniently accommodate new sensors through IoTtalk while
MorSensor devices are still in operation (the power is not
turned off). This type of sensor management has not been found
in the literature.
In a MorSensor device, the purple slice is the attachment
module (Fig. 2 (1)), the red slice is the power module (Fig. 2
(2)), the orange slice is the processing and communication
module (Fig. 2 (3)), the green slice is the digital sensor module
(Fig. 2 (4)), and the blue slice is the analog sensor module (Fig.
2 (5)).
In the network domain (Fig. 1 (c)), IoTtalk serves as an IoT
device feature management system, which provides reusable
network applications for new sensors. In IoTtalk, an IoT device
is characterized by its functionalities or “features” [7]. A
feature is a specific input or an output “capability” of the IoT
device. For example, a MorSensor device with the temperature
sensor has the input device feature (IDF) called “temperature”.
A wearable glasses with the optical head-mounted display has
the output device feature (ODF) called “display”. An IoT
device may be connected to the network (i.e., Internet) by using
wireless communications directly or indirectly through a
smartphone. If so, a corresponding software program called
“network application” can be easily developed (or even
automatically created) and executed in IoTtalk, which
receives/sends the messages from/to the IoT device. When the
values of the IDFs are updated, the IoT device will inform the
network application to take action, and after the action, the
network application may send the result to the ODF of an IoT
device. In this way, the IoT devices “talk to” each other through
their features. For example, we may connect the temperature
IDF of a MorSensor device to the motor ODF of an electric fan
such that when the MorSensor device detects higher
temperatures, the fan motor runs faster.
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To efficiently achieve the above connection task, this paper
integrates MorSensor (the IoT device part) with the IoTtalk
server (the network application part) to allow quick creation of
IoT applications and connection among these IoT devices. Note
that MorSensor targets on sensor devices, and therefore
emphasizes on the IDFs. On the other hand, the IoTtalk server
manages both IDFs and ODFs. We will focus on the integration
of MorSensor (i.e., IDFs) with IoTtalk, and will also mention
some ODF aspects of the integrated system.

Database (DB) system, the Execution and Communication (EC)
system, and the GUI system. The EC (Fig. 1 (1)) systematically
categorizes the features of the IoT devices, manages the
functions to automatically configure connectivity of IDFs and
ODFs, and stores all related information in the DB (Fig. 1 (2))
through the Object-Relational Mapping (ORM) API. The EC
(Fig. 1 (1)) also defines HTTP based RESTful API for the
device domain to deliver/retrieve the IDF/ODF information.
When an IoT device registers/deregisters to/from IoTtalk, the
Device Application (DA; Fig. 1 (5)) instructs the EC to update
the device status in the DB.

Fig 2. The MorSensor Device
This paper is organized as follows. Section II introduces
MorSensor and IoTtalk. Section III proposes the concept of
device features. Based on this concept, Section IV shows how
to connect MorSensor with output IoT devices. Section V
develops the dynamic ranging concept that automatically
specifies the value range of a sensor so that MorSensor can
send “meaningful” data to any connected output IoT device.
Section VI illustrates device feature management. Section VII
describes how IoTtalk manages dynamically plug-in/out of
the sensors of a MorSensor device. Section VIII elaborates on
automatic sensor calibration. Section IX shows that IoTtalk is
a powerful tool for creating interactive science experiments.
II. THE IOTTALK PLATFORM
The network domain of IoTtalk (Fig. 1 (c)) is a lightweight
version of EasyConnect [7] (that is built on the top of ETSI
oneM2M based systems such as OpenMTC [8]). Comparison
between EasyConnect and pervious approaches is described in
[7]. IoTtalk excludes the openMTC from EasyConnect so that it
can be easily installed in a standalone laptop (e.g., a notebook).
The device domain of IoTtalk (Fig. 1 (a)) includes the
MorSensor devices (i.e., IoT devices; Fig. 1 (b)) and a
smartphone (Fig. 1 (d)). In the network domain, the IoTtalk
server (Fig. 1 (e)) implements the modularized network
applications for the IoT devices. A MorSensor device may
connect to the IoTtalk server indirectly through a smartphone.
The wireless communications technology between the
MorSensor device and the smartphone can be Bluetooth, WiFi,
Zigbee, etc. A smartphone accesses the IoTtalk server through
WiFi, 3G, or LTE [9] using HTTP-based REST APIs [10]. In
the current implementation, the MorSensor device is connected
to a smartphone through BLE (Bluetooth Low Energy). If
IoTtalk is installed in a notebook, it may connect to a
smartphone directly through the WiFi hotspot service without
involving the Internet. Alternatively, the MorSensor device can
directly connect to the IoTtalk server using WiFi without the
relay of a smartphone.
The IoTtalk server consists of three systems [7]: the

Fig 3. The MorSensor Hardware Architecture
After the IoT devices have connected to the DA, they can
transparently communicate with each other through the EC.
The EC is responsible for execution of network applications for
the connected IDFs and ODFs. The GUI (Fig. 1 (3)) provides a
friendly web-based user interface to quickly establish the
connections and meaningful interactions among the IoT
devices. Through the GUI, a user instructs the EC to execute
desired tasks to create or set up DFs, functions, and connection
configurations. IoTtalk can co-exist with other IoT platforms
based on, e.g., OpenMTC [8], AllJoyn [11], and OM2M [12],
which is achieved by interfacing the EC with these IoT
platforms, and other parts of IoTtalk need not be modified.
In the device domain, the MorSensor hardware (Fig. 3)
consists of three modules: the Sensor module (Fig. 3 (a)), the
Processing and Communication module (Fig. 3 (b)), and the
Power module (Fig. 3 (c)). The Sensor module (Fig. 3 (a))
accommodates the sensors to be described in Section III. Each
sensor slice of the module includes a sensor and flash memory
for storing the calibration table to be elaborated later. The
MorSensor hardware connects to a single sensor through
Universal Asynchronous Receiver/Transmitter (UART; Fig. 3
(1)) or Serial Peripheral Interface bus (SPI; Fig. 3 (2)), and can
connect to multiple sensors through Inter-Integrated Circuit bus
(I²C; Fig. 3 (3)). The Processing and Communication module
(Fig. 3 (b)) includes two submodules: the micro controller unit
(MCU) is a 16-bit TI MSP430 or a 32-bit STMicroelectronics
STM-32 (Fig. 3 (4)), and the wireless communication
submodule can be Bluetooth 2.1 & 4.0, or ZigBee/ZigBee Pro
(Fig. 3 (5)). This module also includes a 9-axis motion sensor
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(Fig. 3 (6)). The Power module (Fig. 3 (c)) includes a power
management submodule (Fig. 3 (7)), a Li-Po or a Li-Ion battery
(Fig. 3 (8)), and a power charger (Fig. 3 (9)) that can charge the
battery wirelessly or through a USB connection. This module
also includes a NFC control submodule to support near-field
communications (Fig. 3 (10)).
The IoT device application (IDA; Fig. 1 (4)) implements the
MorSensor software to be executed in the MCU, which
includes I²C and SPI buses for communication toward the
sensor module, and wireless communication toward the
network/smartphone. When the IoT device is powered on, the
MorSensor software initializes the hardware, the
communication interfaces, the General Purpose I/O (GPIO) and
interruption handling. The MCU then scans and initializes the
interfaces to the Sensor module, and performs the following
tasks: to receive the instructions from the network directly or
indirectly through a smartphone; to read/write the sensor data
from/to the register storage, and to encode the sensor data into
packets and send them to the smartphone. The DA (Fig. 1 (5)) is
installed in a smartphone running on Android, iOS, Linux, or
Windows [7].
The I²C sensors merit further discussion. With this bus,
multiple sensors can be plugged in the MorSensor device.
Different types of sensors can be arbitrarily stacked into the
MorSensor device. In particular, after the MorSensor device
has registered/connected to IoTtalk, the sensors can be plugged
in and out from the device, and the IoTtalk server automatically
accommodates the new sensor configuration without any
manual action.
III. DEVICE FEATURES
Through the I²C bus described in Section II, multiple sensors
can be easily reconfigured in a MorSensor device. However, to
actually make the sensors function and interact with other IoT
devices, corresponding application software needs to be wisely
designed. As described in Section I, IoTtalk defines an IoT
device as a set of IDFs and ODFs, and a DF has one or more
parameters (called DF-parameters). Deriving from the
sense-and-respond concept in the control theory, an IDF is a
sensing mechanism (an input), and an ODF is a response
mechanism (an output). The DFs can be classified based on
traditional and non-traditional human senses as follows:
• Sight: An IDF can be a camera (with one DF-parameter
“video format”) or a color sensor (with three parameters for
red, green, and blue). An ODF can be a display (with one
parameter “format” to specify text, graphics, video, and so on)
or a light bulb (with one parameter “luminance”).
• Hearing: An IDF can be a microphone (with one parameter
“sound pressure level” expressed in μPa or Pa). The ODFs
can be a speaker (with the same parameter as the
microphone), an automatic music playing machine driven by
music scores, and so on.
• Taste, smell, and chemoreceptors: An IDF can be a carbon
monoxide (CO) sensor (with one parameter “CO-level”).
• Touch: The IDFs can be pressure sensors (with one
parameter “pound per square inch” or psi), barometers (with
one parameter “atmosphere” or atm), and so on. Another

example of touch IDF is a button (with one Boolean
parameter that takes values “on” and “off”). A touch ODF
can be multi-stage switches (with one integer parameter).
• Temperature: A temperature IDF has a parameter for
temperature degree Celsius or Fahrenheit. A special
thermometer that operates in very high or very low
temperatures is classified by its operation range [a, b].
• Motion (kinesthetic sense and acceleration): A location
sensor can be an outdoor GPS receiver or an indoor iBeacon
receiver (with three parameters for longitude, latitude and
time). A motion sensor has three parameters for the 3D space.
Examples of motion sensors are accelerometers, gyroscopes,
and so on. The input/output DFs can be vibration, speed, flow,
etc.
• Echolocation, electroreception and magnetoception: The
IDFs can be an ultrasound sensor (with one parameter
“frequency” of the sound), a voltage sensor (with one
parameter “voltage”) or a magnetometer (with two
parameters for the strength and direction of the magnetic
field).
The concept of device feature is implemented in the EC (Fig.
1 (1)) with two major tasks. The first task classifies the IDFs
and ODFs, and defines the DF-parameters for every device
feature. Based on the first task, the second task develops DF
functions that are modularized and can be reused. When a new
sensor is included in IoTtalk, we first check if it can be
classified as a member of an existing device feature. If so, the
sensor can reuse the DF-parameter definitions and the
corresponding network application. In this way, the sensors can
be readily plugged in a MorSensor device without developing
new software. With reused software, IoTtalk is a powerful
platform for connecting the IoT devices and their application
software development. For a new device feature never defined
in IoTtalk, the feature is easily included through the procedure
described in Section VI. The reused software is Python
functions that are automatically included in the network
application. For example, the scalar function (Fig. 6 (4)) is
implemented as
def run(*args): return sum(i * i for i in args) ** 0.5
(see Equation (3) in Section IV), which can be easily included
in the network application through the selection action to be
elaborated in Fig. 6 (3).
IV. CONNECTION RULES FOR IDFS AND ODFS
IoTtalk modularizes and reuses the software for MorSensor
devices. The software called network application consists of the
IDF modules (Fig. 4 (1)), the service logic units (Fig. 4 (2)) and
the ODF modules (Fig. 4 (3)). A network application is stored
in the DB (Fig. 1 (2)) and loaded into the EC (Fig. 1 (1)) for
execution. For every input device, an IDF module is
automatically created to transform its DF-parameters to those
that can be manipulated by the service logic unit. Similarly, for
every ODF, the corresponding ODF module transforms the
outputs produced by the service logic unit or the IDF module to
the parameters of this ODF. A service logic unit collects the
information obtained from the IDFs, takes action (e.g.,
conducting big data analysis in a cloud [13]), and uses the
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results to drive the ODFs. For different IoT devices with the
same device features, the service logic unit is reused.
Since a network application handles individual device
features independently, a modularized procedure can be
developed for each device feature, and any network application
involving a specific IDF, ODF and service logic can be simply
constructed by including the corresponding modularized
software units. For example, when a MorSensor device with a
temperature sensor is connected to IoTtalk, the network
application handles this sensor through the temperature IDF
module (Fig. 4 (1)). If a light bulb is connected to IoTtalk, the
network application handles this output device through the
luminance ODF module (Fig. 4 (3)). When the MorSensor is
linked to the light bulb, the network application sends the
output of the temperature IDF module to the luminance ODF
module directly or indirectly through the service logic unit (Fig.
4 (2)). The luminance ODF module then transforms the
received value to a light intensity to control the light bulb of a
lamp. With the software structure in Fig. 4, IoTtalk is powerful
in handling three connection scenarios:

and reused in IoTtalk.
Scenario 2: Connecting a sensor to reuse network application
software. For example, IoTtalk may implement a location
service logic unit that includes indoor and outdoor maps. If a
GPS receiver is accommodated in the MorSensor device, the
IDF module for the location IDF (Fig. 4 (1)) is implemented.
When the GPS receiver is plugged in the MorSensor device,
the outdoor location is tracked. Later, a new iBeacon receiver
is plugged in the MorSensor device. The location IDF module
(Fig. 4 (1)) and the location service logic unit (Fig. 4 (2)) and
are reused, and the indoor location can be tracked
immediately without developing new application software for
the iBeacon sensor. In this scenario, a user easily reuses the
“location application” through the setup in the GUI.

Fig. 5. A Direct Connection Example (connecting the
acceleration IDF to the display ODF)

Fig. 4. The Block Diagram of the Network Application
Scenario 1: Connecting a MorSensor device to a display.
IoTtalk implements a basic but universal “DF-parameter
display” that directly prints out the parameter values for any
IDF in text. This universal display also logs the data
histogram for the sensors, which is useful for new sensor
development. When a new sensor is plugged in the
MorSensor device, the raw data produced by the sensor can
be immediately shown through the ODF of the universal
display for validation and calibration testing. In this scenario,
the “display” network application can be easily created
through the GUI. The user selects the IoT devices from the
Model menu bar of the GUI, where a device and its DFs are
represented by icons. The GUI places an input device and its
IDFs in the left hand side of the window (e.g., Fig. 5 (1)) and
an output device/its ODFs in the right hand side (e.g., Fig. 5
(2)). The user connects an IDF to an ODF by dragging the
straight lines (e.g., Join 1 in Fig. 5). Through simple graphical
operations provided by the GUI, a user can easily switch the
“plain text” display to a fancy display with meter layouts or
histogram charts. Various types of displays can be easily built

Scenario 3: Connecting a MorSensor device to an output IoT
device where the values of the MorSensor cannot be received
by the output device directly. For example, we cannot connect
the accelerometer to a light bulb directly because the
accelerometer produces values for three dimensions while the
light bulb takes one scalar luminance value. We have shown
many such applications for interactive design in [7], and will
elaborate more on this scenario through the examples in Fig. 5.
In this example, three acceleration prarmeters x1, x2, and x3 are
listed in Fig. 5 (3), and we use xi to drive yi of the display (1
≦i≦3) through the function selected in Fig. 5 (4).
From the above examples, it is clear that connecting a
MorSensor device to an output IoT device can be achieved by
matching the input DF-parameters with the output
DF-parameters through transformation. Our experience
indicates that in many cases, the device features can be
connected without involving specific service logic. Two
examples are direct connection and normalization-scaling.
In direct connection, an IDF is connected to an ODF without
involving the service logic unit and without applying any
function in the IDF and the ODF modules. Scenario 1 is an
example of direction connection, where once the input and
output IoT devices are connected to IoTtalk, a user simply links
the IDF module with the ODF module through the GUI, and the
input device can interact with the output device without any
programming effort. The GUI allows the user to quickly select
the IoT devices and connections for these devices. Through the
GUI, the EC builds the network application with the reused
software modules. In Scenario 1, the GUI simply links, for
example, the acceleration IDF icon (Fig. 5 (1)) to the display
ODF icon (Fig. 5 (2)). Then IoTtalk automatically generates the
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network application that forwards the measured data of the
accelerometer in the MorSensor device to the acceleration IDF
module (Fig. 5 (3)), and these measured data are shown in the
display through the display ODF module (Fig. 5 (4)). The
acceleration values are displayed in real time on, for example, a
smartphone screen for validation and calibration testing. In this
scenario, the service logic unit (Fig. 4 (2)) is not used. Also note
that the parameters and operations for IDF/ODF can be set up
through the tables of the IDF module (Fig. 5 (3)) and the ODF
module (Fig. 5 (4)). In direct connection, there is no need to set
up the tables. On the other hand, in Scenario 2, the application
software is reused by selecting, e.g., the “location map” in the
“Function” pull-down menu of the table in Fig. 5 (5).
A DF-parameter may be further characterized by its range.
Specifically, a DF-parameter x has the range [a, b] where a and
b are the minimal and the maximal values of x. In
normalization-scaling, an input DF-parameter value within [a,
b] is normalized to [0,1] by using the following equation:
= Norm( ) =
(1)

Fig. 6. A Normalization-scaling Example to Connect the
Acceleration IDF with the Luminance ODF
Then the normalized value
is scaled to a value within an
output DF-parameter’s range [c, d] by using the following
equation:
= Scale( ) =
×( − )+
(2)

The function ‘scalar’ in Fig. 6 transforms the IDF-parameters
(x1, x2, x3) into a scalar value y1 as the ODF-parameter.
Normalization-scaling can be directly applied to an IDF ODF
pair if the number of the IDF-parameters is the same as that of
the ODF-parameters (where the i-th input DF-parameter is
mapped to the i-th output DF-parameter ). If the IDF has n
(more than one) parameters, and the ODF has one parameter,
the input parameters can be viewed as a vector of dimension n,
which is transformed to a scalar before normalization. In Fig. 6,
the scalar function (Fig. 6 (3)) is selected to transfer the
parameters (x1, x2, x3) to its scalar value using the following
equation:
Scalar( , , … , ) =
+
+⋯+
(3)
where n=3. Therefore, the service logic unit (Fig. 4 (3))
includes the scalar, the normalization and the scaling functions.
Note that the range [c, d] for an output DF-parameter is
preset. The manufacture should make sure that [c, d] is within
the operation range of the output IoT device so that there will
not be any surge to damage the output device. Most input
devices (including MorSensor) do not provide preset [a, b]
ranges of sensors, and Equation (1) can not apply. To resolve

this issue, we propose the dynamic range mechanism where [a,
b] can be adjusted every time when a new sample value is
received from the MorSensor device. That is, a and b are the
minimal and the maximal values of all samples received so far.
V. DYNAMIC RANGE MECHANISM
To justify the dynamic range mechanism, we need to show
that the use of the dynamic range has the same effect as the
“real” range of the IDF. Consider an IDF with parameter xi,
where 1 ≤ ≤ . Let xi(j) be the j-th datum of xi received by
the IDF module of IoTtalk. Let ( ) = min
( ) and
( ) = max
( ). Then [a(j), b(j)] is the dynamic range
for the first j samples of xi. Let xi,N(j) be the normalized value of
xi(j). That is, Equation (1) is rewritten as
Norm

() =

,

( )=

( )

( )

( )

(4)

( )

for j>1, and , (1) = 1. Let xi,N be the xi value normalized by
= lim → ( ) and
=
the real range [a, b] (i.e.,
lim → ( ) ). Then from Equation (4), we have , =
lim →
, ( ). It is clear that the dynamic range mechanism
works if xi,N and xi,N(j) have similar distributions. By having a
person to physically shake a smartphone with the accelerometer,
we measured 1000 samples of the acceleration IDF-parameters
(x1, x2 and x3, respectively) to investigate the normalized data
xi,N(j). Fig. 7 draws the histograms for xi,N(j), where 1 ≤ ≤ 3,
1 ≤ ≤ , and J=100, 500 and 1000, respectively. Figs. 7
(a)-(c) show that the histograms for xi,N(j) have “same trends” in
shapes for different J values, and as J increases, the curves
become more similar. We conclude that for → ∞ , the
histogram curves will converge to the same shape. In Fig. 7 (d),
the scalar function (Equation (3)) is applied on ( , , ), and
then the resulted scalar is normalized. This figure is plotted to
see whether the execution of a DF function (scalar in this
example) has same effects on the dynamic range mechanism.
Fig. 7 (d) indicates that the histogram curves for the value after
applying the scalar function also consistently demonstrate the
same trend in shapes.

(a) x1,N(j)

(c) x3,N(j)

(b) x2,N(j)

(d) Norm(Scalar ( ,

,

))

Fig. 7. Histograms for xi,N(j) Measured from the Acceleration
IDF
We also conduct experiments by assuming that xi has the
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Gamma distribution with the mean 1/m and the variance V, and
use a Gamma random number generator to produce 10000
samples for each of the acceleration IDF-parameters, where
V=0.001/m2, 1/m2 and 1000/m2, respectively. Fig. 8 draws the
histograms for Gamma xi,N(j), where 1 ≤ ≤ 3 and 1 ≤ ≤
for J=1000, 2000, …, 5000. Note that for > 5000, the curves
have converged to the same shape. Experiments with other
distributions such as Normal and Erlang also indicate the same
conclusions.
Figs. 8 (a), (c) and (e) show that the histograms for Gamma
x1,N(j) with different variances have the same trends in shapes
for different J values, and as J increases, the curves become
more similar. The same phenomenon is observed in Figs. 8 (b),
(d) and (f) that plot the curves after the scalar function is
applied. We conclude that for different V values, the histogram
curves will converge to the same shape as → ∞. However, the
speed of convergence for the dynamic range is affected by the
variance V. Define e(j) as the ratio between |a(j)−b(j)| and
|a−b| for 1 ≤ ≤ . That is,
( )=

| ( )
|

( )|

(c) x1,N(j), V=1/m2

(e) x1,N(j), V=1000/m2

(b)Norm(Scalar (x1,x2,x3)),V=0.001/m2

(d) Norm(Scalar ( ,

,

)), V=1/m2

(f) Norm(Scalar (x1, x2, x3)), V=1000/m2

Fig. 8. Histograms for Gamma xi,N(j)

(b) Measured xi(j)

(a) x1, [-39.24, 39.24]

(b) x2, [-39.24, 39.24]

(c) x3, [-39.24, 39.24]

(d) Scalar, [0, 67.97]

(5)

|

Since lim → ( ) = and lim → ( ) = , from Equation
(5), it is clear that lim → ( ) = 1. If e(j) approaches to 1 fast,
then the dynamic range converges to the real range fast. To
conduct the analysis of e(j), we use the Gamma random number
generator to produce data for V=0.001/m2, 1/m2 and 1000/m2,
respectively. For j=1, …, 10000, we generate xi(j) and compute
e(j) by using Equation (5). We repeat the process for 1000 times
and the average of 1000 e(j) is plotted as a point in Fig. 9.

(a) x1,N(j), V=0.001/m2

(a) Gamma xi(j)

Fig. 9. The e(j) Curves

Fig. 10. Histograms for Measured xi(j) against the Real Ranges
Fig. 9 (a) plots the e(j) curves for the Gamma xi(j)
distribution with different V values. The curves indicate that e(j)
converges faster for smaller variances. Fig. 9 (b) plots e(j) for
the measured xi(j) of the acceleration IDF. The curves show that
for > 300 , e(j) approaches 0.5. This phenomenon is
explained as follows. The acceleration IDF manufacture [14-15]
provides the data sheet with the same ranges [-39.24, 39.24] for
x1, x2 and x3. These extreme values provided by the manufacture
can be produced by the machines shaking the IDF, but probably
cannot be achieved by humans. Fig. 10 shows that the values
produced by humans are clustered in a certain region. Therefore,
if IoTtalk uses the ranges provided by the manufacture, the
normalized xi(j) histograms will result in clusters in small
regions. For example, the minimal and maximal value pair of
measured x1(j) is [-19.61, 19.3], and x1,N(j) values are
distributed in the normalized region [0.25, 0.75]. Clustering of
IDF data has a negative effect on IoT device interaction.
Consider xi(j) with the histogram in Fig. 10 (d). The range is [0,
67.97], and all xi(j) values are smaller than 34. If the IDF is
connected to a switch ODF with an integer range [0, 1], then the
value of the ODF’s parameter is y1=0 (the switch is off) for
xi(j) < 34 . In this example, when the user shakes the
acceleration IDF, the switch ODF is likely to be “off”, and does
not respond to the IDF’s action at all. In other words, the ODF’s
response is not sensitive to the IDF’s action if the “clustering
effect” occurs. This effect can be mitigated with the dynamic
range. For the measured data illustrated in Fig. 10 (d), Fig. 7 (d)
shows the histograms of the same measured data normalized by
the dynamic ranges, which indicates that about 30% of the
normalized xi(j) values are greater than or equal to 0.5. In this
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case, when a person shakes the acceleration IDF, the switch
ODF responds to the IDF’s action for 30% of the time. In other
words, the ODF’s response is more sensitive to the IDF’s action
with the dynamic ranges, and dynamic range can improve the
sensitivity of IoT device interaction.

VI. DEVICE FEATURE MANAGEMENT
The DFs are manipulated at the EC through the Device Feature
Management Window of the GUI (Fig. 11). To select an
existing device feature, the user clicks a DF category (e.g.,
Sight; Fig. 11 (a)) in the DF category bar. The GUI uses the DF
category and the DF type to obtain all corresponding DFs from
the DB. The Device Feature Window displays two radio
buttons for IDF/ODF type selection (Fig. 11 (c); the default
type is IDF), shows the selected DF category (Fig. 11 (b)), and
lists the available DFs (Fig. 11 (d)). If the user presses the ODF
radio button (Fig. 11 (c)), all IDFs in the “DF Name” list (Fig.
11 (d)) are replaced by all ODFs of the selected category.

(Fig. 12 (d)) and the Unit (e.g., cm, m/s2 and so on; Fig. 12 (e)).
For an IDF, the Min/Max values are automatically assigned
through the dynamic range mechanism described in Section V,
and the user does not need to fill these fields. For an ODF, if the
Min/Max fields are not filled, the ODF-parameters take
arbitrary values without range limits. The user edits them
according to the characteristics of the ODF provided in the
manufacture’s data sheet. For example, the “Luminance” value
of the Bulb has the range [0, 500]. When the user clicks the
“Save” button (Fig. 12 (f)), the GUI pops a dialog box for the
user to input the name of the new device feature (Fig. 12 (g)).
Then the device feature information is stored in the DB.
To modify a device feature, the user selects and edits an
existing DF from the “DF Name” list (e.g., Acceleration; Fig.
13 (a)). If the user modifies the DF-parameter number (Fig. 13
(b)), the DF-Parameter module will be redrawn based on the
new number. Then the user can edit the data type, the Min/Max
values and the unit of each DF-parameter.

Fig. 11. Device Feature Window
Fig. 13. Device Feature Modification
After the user has completed editing the DF and clicks the
“Save” button (Fig. 13 (c)), a dialog box pops up for the user to
reconfirm the modifications (Fig. 13 (d)). The DF name is
shown in this dialog box, which allows the user to rename the
modified DF by a new one. When the user clicks the “OK”
button of the dialog (Fig. 13 (e)), the GUI instructs the EC to
store the information in the DB. When the user clicks the
“Delete” button (Fig. 13 (f)), the DF name is used to remove the
DF from the DB.
VII. DYNAMIC SENSOR PLUG-IN

Fig. 12. Device Feature Creation
To create a new device feature, the user selects the “add new
DF” in the “DF Name” list (Fig. 11 (d)), and the GUI pops up
the DF-Parameter module (Fig. 12 (a)) in the Device Feature
Window (just below Fig. 11 (d)). The rows of the
DF-Parameter module are created based on the number of the
DF-parameters (Fig. 12 (b)). The default DF-parameter number
is one. For each of the DF-parameters, the DF-Parameter
module includes the data Type (such as float, string and so on;
see Fig. 12 (c)), the Min (minimal) and Max (maximal) values

The user can plug extra sensors into a MorSensor device or
remove some sensors, and the device is automatically
reregistered (reconnected) to IoTtalk with the new sensor
configuration after the plug-in/out operations. To support this
feature, the device features (sensors) to be dynamically plugged
in have been created and maintained in the DB as described in
Section V. The procedures of dynamic plug-in for MorSensor
are elaborated as follows: In IoTtalk, the MorSensor device
must register to IoTtalk before it can be manipulated by the
network application. After registration, the EC updates the
device states and identifies available DFs in the DB. Then the
MorSensor device can transparently communicate with other
IoT devices through those DFs.
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A. MorSensor Registration Procedure
This section describes the MorSensor registration procedure
with the following steps:
Step A.1. The DA scans the neighboring MorSensor devices
and retrieves their MAC addresses. The MAC address is used
in IoTtalk to uniquely identify an IoT device.
Step A.2. The smartphone displays the available MorSensor
devices on its screen. After the user has selected a MorSensor
device through its MAC address, e.g., C860008BD249, the
DA connects to this device.
Step A.3. The DA sends the command “Retrieve Sensor List”
to the MorSensor device to retrieve the IDs of all sensors in
this MorSensor device, and generates the device feature list
(the DF list) based on these sensor IDs. In MorSensor, every
sensor is given an ID that uniquely maps to a device feature in
IoTtalk. In this example, we assume that there are three
sensors Magnetometer, Gyroscope, and Acceleration.
Step A.4. The DA registers the MorSensor device to the EC
through the HTTP request which includes the POST method
and a resource name called “/C860008BD249”. When the EC
receives the HTTP registration request, the device feature list
is created for this MorSensor device. The GUI shows the
available device features (the plugged sensors) in the
MorSensor device icon as illustrated in Fig. 14 (a).
After Step A.4 was executed, the MorSensor device with new
sensor configuration is connected to IoTtalk for further
manipulation.

Step B.3. The DA automatically registers the MorSensor
device to the EC with new DF list again. The EC updates the
device feature list of the MorSensor device at the DB, and the
GUI redraws the device features in the MorSensor device
icon as illustrated in Fig. 14 (b).
Dynamic sensor plug-in/out is a capability not found in other
IoT devices. We achieve this unique capability due to the fact
that MorSensor can automatically detect sensor replacement at
Step B.1 and IoTtalk can accommodate the plug-in sensors with
the modularized reused software (i.e., the IDF/ODF modules).
VIII. SENSOR CALIBRATION
Sensor calibration is a method of improving sensor
performance by removing structural errors in the sensor outputs.
Structural errors are differences between a sensor’s expected
output and its measured output, which are caused by
temperature, humidity or other factors. Even two sensors from
the same manufacturer production run may yield slightly
different outputs, and therefore a sensor should be calibrated
before it is used.
To calibrate a sensor (called DUT or device under test), the
calibration table is generated to record both the outputs of the
standard sensor (called Standard) and the DUT under the same
environmental condition. The Standard has been calibrated
against NIST (National Institute of Standards and Technology)
standards. Then the outputs of the DUT are compared with
those of the Standard, and the adjusted results are saved in a
calibration table. In MorSensor, a sensor and a flash memory
are packaged in a slice (Fig. 2 (5)), where the calibration table
for the sensor is saved in the flash memory. This flash memory
can be rewritten by the MCU of the MorSensor device (Fig. 2
(3)).

(a) Original sensor layout
(b) After dynamic plug-in
Fig. 14. The Sensor Layouts Before and After Dynamic Plug-in
B. Sensor Plug-in and Plug-out Procedure
According to application requirements, the user can arbitrarily
replace the sensors without turning off the MorSensor device.
When the user plugs a sensor into the MorSensor device, the
sensor chip notifies the MCU (Fig. 3 (4)) of the plug-in event
through the I²C bus when the sensor chip is powered on. On the
other hand, if the user plugs a sensor out of the MorSensor
device, the MCU detects the plug-out event by persistently
checking the sensor states twice per second. The GUI shows the
new MorSensor device feature configuration immediately after
sensor replacement. Consider the MorSensor device with the
configuration in Fig. 14 (a). When the user plugs in or out of the
sensors, the following steps are executed.
Step B.1. The user first removes the Magnetometer sensor and
the MCU detects the plug-out event. The user then plugs in
the Temperature and Humidity sensors, and the MCU
receives the plug-in events.
Step B.2. The MCU reports the updated sensor IDs to the DA.
The DA generates the new DF list.

Fig. 15. The IoTtalk Configuration for Temperature Sensor
Calibration
The above process is easily automated in IoTtalk through direct
connection. We use temperature calibration as an example to
show how to conveniently and quickly generate the calibration
table for a DUT. The process consists of two phases. In the
measurement phase, the user stacks the DUT slice (Fig. 15 (1))
and the Standard slice (Fig. 15 (2)) closely in a MorSensor
device (Fig. 15 (A)). After the device has registered to IoTtalk,
both sensors are simultaneously heated up or cooled down, and
each of them produces a series of outputs. In the table
generation phase, these outputs are collected by a cyber IoT
device “Sensor-Calibration” written in Python, which
constructs the calibration table and automatically saves the
table in the DUT slice. Sensor-Calibration has one IDF (Table
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IDF) and two ODFs (DataDUT ODF and DataSTD ODF). The
MorSensor device (Fig. 15 (A)) is named MorSensor1 in the
GUI, and is represented as an icon with two IDFs (Fig. 15 (A1))
and another icon with one ODF (Fig. 15 (A2)). Similarly, Table
IDF is represented by the icon (B1), and both DataDUT ODF and
DataSTD ODF are collected in the icon (B2). In the measurement
phase, MorSensor1 serves as the input device (A1) and
Sensor-Calibration serves as the output device (B2). In the table
generation phase, the MorSensor device serves as the output
device (A2) and Sensor-Calibration serves as the input device
(B1). In this example, TDUT IDF (the temperature sensor in the
DUT slice; Fig. 15 (5)) is connected to DataDUT ODF (Fig. 15
(3)) of Sensor-Calibration, and TSTD IDF (the temperature
sensor in the Standard slice; Fig. 15 (6)) is connected to DataSTD
ODF (Fig. 15 (4)). Sensor-Calibration’s Table IDF (Fig. 15 (7))
generates the calibration table based on the received outputs
from these two sensors, and is connected to TableDUT ODF (Fig.
15 (8)). Through this connection, the calibration table is
automatically uploaded into the flash memory of the DUT
sensor slice in MorSensor1, and this DUT slice is calibrated.

the user, which is connected to Panel ODF. The TDUT IDF (Fig.
16 (5)) of DUT in MorSensor1 is connected to DataDUT ODF
(Fig. 16 (6)) of Sensor-Calibration. Then T-2500SE changes
the temperatures following the pre-programmed input series to
drive the DUT for producing a series of outputs.
Sensor-Calibration records the outputs of the DUT against the
user-specified temperatures to generate the calibration table.
Table IDF (Fig. 16 (7)) is connected to TableDUT ODF (Fig. 16
(8)). Therefore, MorSensor1 receives the outputs sent from
Sensor-Calibration, and the DUT in MorSensor1 is calibrated.
The Sensor-Calibration device is a special case of the cyber
“File” device to be described in the next section. The
calibration application described in this section serves for three
purposes. First, the CIC Laboratory is responsible for
fabricating new sensor samples for its customers, and IoTtalk
can conveniently test the material characteristics of these
sensors before mass production. Second, after the sensors in
MorSensor have been used for a period of time, they can be
recalibrated through IoTtalk. Third, when MorSensor is used in
science experiments for education (see the next section), we
can also teach students the concept of sensor calibration.
IX. THE PENDULUM EXPERIMENT

Fig. 16. Automatic Calibration by IoTtalk and T-2500SE
The calibration process mentioned above is easy to perform,
but may not be professional if MorSensor1 is not placed in an
environment where the temperature can be accurately
controlled and changed during adjustment. Traditionally the
temperature calibration table is generated in the laboratory by
special equipment such as the thermonics T-2500SE (Fig. 16
(A)) [16]. T-2500SE is a temperature forcing system with
advanced temperature testing capabilities. The temperature
sensor to be calibrated is placed in the transparent tube (Fig. 16
(1)), where the outputs of the sensor is connected to a laptop as
the reading meter. The technician changes the temperature of
the tube by keying in a series of temperature values through the
panel of T-2500SE (Fig. 16 (2)), and then records the outputs
from the temperature sensor against the actual temperatures
controlled by T-2500SE. By matching the DUT data with the
Standard data, the technician manually uploads the table to the
flash memory of the DUT. IoTtalk nicely automates the above
process. The sensor to be calibrated is connected to a specific
DUT slice in MorSensor1 (the sensor can be actually packaged
in the slice or connect externally to a “universal” DUT slice
through wires). In this case, we do not need the Standard slice.
T-2500SE is considered as an output IoT device with a Panel
ODF (Fig. 16 (3)) that receives a series of temperature inputs
just like the real panel. Sensor-Calibration’s DataSTD IDF (Fig.
16 (4)) transmits a series of temperature inputs prespecified by

IoTtalk is a powerful tool to design interactive science
experiments in classrooms. Consider the pendulum experiment
as an example. A pendulum includes a weighted bob suspended
from a pivot that can swing freely. Due to gravity, when the bob
is placed sideways from its resting equilibrium position, a
restoring force will accelerate it back toward the equilibrium
position. When released, the bob oscillates about the
equilibrium position, swinging back and forth. With IoTtalk,
we can swing a physical pendulum, record its motion process
and replay the process in a 2-D animation written in VPython.
This Python amination program is considered as a cyber output
IoT device called Pendulum. The physical pendulum is built by
using a MorSensor device as the bob (Fig. 17 (1)), which is
connected to the pivot of the support base (Fig. 17 (2)) through
a weightless cord (Fig. 17 (3)). When we swing the bob, the
MorSensor device transmits the measured data of the
acceleration sensor to IoTtalk through Bluetooth. The cyber
Pendulum (the output IoT device) is connected to IoTtalk by
activating the animation output displayed, e.g., in a big screen
(Fig. 17 (4)). The acceleration IDF of MorSensor (Fig. 17 (5))
is connected to the acceleration ODF of Pendulum (Fig. 17 (6)),
and Pendulum uses the acceleration data (in particular, gravity)
to calculate the motion of the bob. Alternatively, we can record
the motion data of MorSensor in a file, then Pendulum can read
the data from the file for replay. Students can observe more
about the pendulum phenomenon by replaying the data stored
in the file for several times. To achieve this goal, we have
developed a cyber IoT device called File with the read IDF (Fig.
17 (7)) and the write ODF (Fig. 17 (8)). The write ODF receives
the data from an input device, e.g., the acceleration IDF of
MorSensor1 in our example, and saves the data in a file
specified by the cyber File device. The read IDF retrieves the
data from the file and sends them to an output device, e.g., the
acceleration ODF of the cyber Pendulum (Fig. 17 (6)). Our
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experiments show that replay of the cyber Pendulum (Fig. 17
(9)) nicely captures the motion of the MorSensor-based bob
(Fig. 17 (1)). During replay, the cyber Pendulum optionally
shows the X and Y coordinates of the bob movement to help
students understand better (e.g., Fig. 17 (10) shows the height;
i.e., the Y values).

Fig. 17: The Pendulum Experiment with MorSensor
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XI. CONCLUSIONS
This paper described the IoTtalk platform that enables the IoT
devices to “talk to” each other. IoTtalk can quickly deploy
network application software to drive the newly created sensors.
In the device domain, we utilized MorSensor, a reconfigurable
multiple IoT device where an arbitrary number of sensors can
be combined and stacked into a rectangular bar. A MorSensor
device can be dynamically reconfigured with different sensors,
and can quickly and conveniently accommodate new sensors
through IoTtalk that provides reusable network applications
tailored for the sensors. We show how the sensors can be
dynamically plugged-in/out of a MorSensor device. To our
knowledge, this unique capability is not found in the existing
IoT devices. We proposed the dynamic ranging concept that
automatically specifies the value range of a sensor so that the
sensor can be conveniently connected to an output IoT device
for interaction. We also showed that IoTtalk is a simple yet
almost free solution for automatic sensor calibration. Finally,
we demonstrated IoTtalk as a powerful tool to develop
interactive science experiments for educational purpose.
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